
On July 16, 2020 the EU Court of Justice made a long-awaited ruling on case C-311/18 
(hereinafter the “Schrems II decision”), in which it declared European Commission 
implementing decision No. 2016/1250, dated July 12, 2016, on the adequacy of protection 
provided by the EU-US Privacy Shield (hereinafter the “Privacy Shield decision”), to be invalid. 
It is now no longer possible to send personal data to the USA under the Privacy Shield 
decision, although in fact this is common practice and extremely frequent. 

What is the nature of the Schrems II decision?

According to Regulation 2016/679 of the European Parliament and of the Council (EU) of 
27 April 2016 on the protection of natural persons with regard to the processing of personal 
data and the free movement of such data (hereinafter the “GDPR”), personal data can usually 
only be sent to a non-EU country if it ensures the same level of protection of the transferred 
data. The previous Directive No. 95/46/EC of the European Parliament and of the Council (EU) 
contained the same rule. The European Commission and US Department of Commerce agreed 
on the EU-US Privacy Shield to protect privacy and the European Commission later enacted 
the Privacy Shield decision, in which it stated that the United States of America secures an 
adequate level of protection for personal data transferred from the EU to the USA.

However, in the Schrems II decision the EU Court of Justice concluded that the restrictions on 
personal data protection that arise from domestic US law and that were the subject of the 
Privacy Shield decision do not actually correspond to the requirements of GDPR (in particular 
the principle of proportionality). In the opinion of the EU Court of Justice, it is impossible to 
hold that monitoring programs based on US regulations would limit themselves to only what is 
absolutely necessary. According to the EU Court of Justice, the USA does not provide 
sufficient protection for personal data transferred to the USA, meaning that the Privacy Shield 
decision is in conflict with the GDPR.

What does the Schrems II decision mean in practice?

Since the Privacy Shield decision is no longer valid and no other European Commission 
decision on adequate protection in relation to the USA (yet) exists, the data controllers and 
processors in the EU (data exporters) can only transfer personal data to the USA if they 
provide suitable guarantees. Such guarantees can be provided in one of the manners set forth 
in Section 46(2) of the GDPR, e.g. through standard clauses on personal data protection 
enacted by the European Commission. The EU Court of Justice Schrems II decision expressly 
concluded that the European Commission decision of February 5, 2010 on standard 
contractual clauses for the transfer of personal data to processors established in third 
countries is in compliance with the GDPR. Data controllers and processors can thus continue 
using the contractual clauses contained in that decision. 
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When transferring personal data to countries outside the EU (including the USA), it is 
important to ensure that data subjects have enforceable rights and effective legal protection. 
This means that individuals whose personal data is to be transferred to a country outside the 
EU must be protected with the same level of protection as that guaranteed under EU law. Data 
exporters must always check in advance to see whether this level of protection will be reached 
in countries outside the EU.
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